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CL2iA Audit Trail

... to record
. Which key was presented to the lock, including unauthorised keys!
. To whom that key belongs,

. When it was presented.

.-- with the added benefit of

. PC based enrolling and assigning of keys and locks.

CL2iA Audit Trail will be available from May 2008.

Overview

Storing Information

Each lock automatically stores a maximum of 100 rolling transactions. Once the 1015 transaction is
conducted, the 1% transaction is removed from memory — and so on. As a special requirement, the
maximum number of store transactions may be increased.

Retrieving Information

. Data downloaded from the lock into the iButton® Command
Key.

. Single Command Key used to retrieve data sequentially from
multiple locks, thus reducing the number of keys held by the
administrator/s.

. Data then uploaded to the PC.

Presenting Information
. Data presented in a user friendly format.

. Or integrated into user’s specific application /database.

. Audit trail data may be formatted to show data by Lock or
by Key holder.
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PC Based Programming of Locks and Keys

__ . After a key has been initialised onto the system, its status and

3 access rights may be controlled via the PC, without need for the
— key to be present.

. Programming of multiple locks from the PC via iButton Command
key.

Contents

1 Components of the system

2 Programming locks and keys onto the system
a Load the software
b Assigning locks and keys
c Linking locks and keys
d Deleting (lost) keys
3 Audit Trail
a Data storage in the lock
b Data transfer from lock to PC
c Data presented as management information
d Synchronising PC and Lock clocks
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1 - Components of CL2ia Audit Trail System

CL2iA User keys Command key USB reader Software

2 - Programming locks and keys onto the system

Key management using the Audit Trail software requires only the use of User keys, unlike the standalone
CL2i4 iButton variant, which also requires Add, Delete and Shadow keys. Once User keys and locks have
been added onto the management system, keys themselves need no longer be present to make changes to
access privileges.

Full control of individual lock and key access is set up and maintained on the PC in a simple visual format.
Changes made to any key’s access privilege is transferred to the lock by a single Command key which is also
used to simultaneously retrieve Audit date from each lock. This is described more fully below.

2a - Load the software

Load the software into the PC either from disk or downloaded from www.servocell.com. The wizard will guide
you through the setup process. On launching the software, the Audit Control window appears as shown.

2b - Adding locks and keys onto the Management System

The Audit Control window is divided in two: The left side holds Lock information, the right side holds
User/Key information. Before assigning keys to locks, the system must first be populated with data on the
Locks employed and the Users/Keys to be issued.

o To add a Lock to the system, click “add lock” and enter the lock’s unique serial number together
with identifying information, such as the lock’s location.

o Further locks may be added or deleted at will, now or at any later time.

. To add Users/Keys to the system, either click “add key” or simply present an unassigned key to the
PC reader and, automatically, it will prompt for the proposed user’s details.

o Further keys/users may be added or deleted at will, at any later time.

o The system will detect if an already assigned key is offered as a new key.

o Each user need have only one key, programmed for use on any number of locks.
o Keys can be easily re-assigned to new holders if required.

Now that the system has been populated with locks and keys, the two may be linked.

2c - Assigning keys to locks

. On the PC, “drag & drop” a user/key over the lock to which it is to be assigned (each lock accepts up
to 160 users, a key may be assigned to an infinite number of locks).

o The Lock icon turns amber

. Once User/keys have been assigned to Locks and saved on the PC, data for all the locks and keys is
downloaded, via the USB reader, to the Command key.

o This Command key is then presented to each lock in turn, where the relevant access rights data is
uploaded. Visual feedback of upload status is shown on Command key’s LED.

o To complete the process and ensure that lock access status matches the PC status, the Command
key is re-presented to the USB reader on the PC to synchronise data and confirm any access
additions or removals have been completed successfully.

2d - Deleting (lost) keys

. To “delete” a key from a lock, on the PC highlight the key/user associated with the lock and drag &
drop into the waste-bin.

o Transfer this data from the PC to the lock via the Administrator key procedure as described above.
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3 - Audit Trail

3a - Data storage in the lock

Each lock stores a maximum of 100 rolling transactions. Once the 1015 transaction is conducted, the 1t
transaction is removed from memory — and so on. As a special requirement, the maximum number of store
transactions may be increased.

Each lock has an integrated real time clock, synchronised to a PC.

3b - Data transfer from lock to PC

>- -
: 4

. Data is downloaded from each lock by pressing the
Command key to the lock’s iButton reader. The
key’s LED indicates when data transfer is complete.

. The Command key retrieves data sequentially from
multiple locks. The administrator needs only this
one key.

o Data collected is uploaded to the administrator’s PC
by pressing the Command Key to the USB reader.

3c - Data presented as management information

. Audit trail data, now uploaded onto the administrators PC, may be
formatted to show data by Lock or by Key holder

o Data presented in a user friendly format similar to that shown ... or
o it can be integrated into user’s specific application ... or
o presented as raw data for use in a database or spreadsheet.

. Audit trail data may be formatted to show data by Lock or by Key holder.

o which key was presented and who was the key holder, ~
o the time and date at which it was presented,
o if the key was authorised or not.

. The PC software will indicate when the last audit data download was
conducted and will format all data in chronological order.

3d — Synchronising the Lock clock to the PC clock

To ensure accurate audit data, the lock’s internal clock must be synchronised, periodically to the PC. The
PC’s clock is automatically downloaded to the Command key each time it is presented to the USB reader. As
clock crystals can lose up to 10 minutes per year, it is advisable to synchronise all locks from time to time by
offering up the Administrator key to the lock iButton reader
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